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GNSS basics

GPS

@ NAVSTAR: military program started in 1973 (sats launched in 1978)

@® Clinton cancels Selective Availability in May 2000, dropping the
resolution from ~ 45 mto ~ 5 m !

© Positioning as a result of trilateration of space-borne atomic
clock-synchronized signals

© Growing access to Software Defined Radio (SDR) for receiving and
synthesizing the signals

@ Spoofing GPS has become a sub-100 euro activity:
consequences ?

® Computationnally efficient
spoofing detection using antenna
array

Figure: US Air Force &

lyww.gps.gov/systems/gps/modernization/sa/data/
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GNSS basics

GPS

@ NAVSTAR: military program started in 1973 (sats launched in 1978)
@® Clinton cancels Selective Availability in May 2000, dropping the
resolution from ~ 45 m to ~ 5 m
© Positioning as a result of trilateration of space-borne atomic
clock-synchronized signals
© Growing access to Software Defined Radio (SDR) for receiving and
synthesizing the signals
@ Spoofing GPS has become a sub-100 euro activity: what
consequences ?
The importance of technical advances in measuring time was underscored by
European regulations that went into effect in January and that require financial
institutions to synchronize time-stamped trades with microsecond accuracy.
Being able to trade at the nanosecond level is vital to Nasdaq. Two years ago, it
debuted the Nasdaq Financial Framework, a software system that it has envisioned
eventually trading everything from stocks and bonds to fish and car-sharing rides.
[]
Google would later use this method to synchronize computers based on GPS data
and atomic clocks to make sure that their database system could correctly order
transactions. But since the system requires super-accurate clocks and satellite
receivers, it is more costly than the software-based Huygens approach.
“Time Split to the Nanosecond Is Precisely What Wall Street Wants”

The New York Times (John Markoff, June 29, 2018)3/46
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Saclfa Symems GNSS basics: space & ground

(GNSS) spoofing,
i segments
J.-M Friedt & al. ana o 0 . . . .
® Position = trilateration of timing signals emitted from space
GNSS basics ® Pseudo-range=distance from receiver to each satellite =
trilateration for position identification
® Spaceborne atomic clock offsets measured with respect to ground
atomic clocks: delay information in NAVigation message
® clectromagnetic waves : 300 m/us = 3 m accuracy requires 10 ns

accuracy
® High accuracy position = precise time transfer
NAVigation SVj

SVi

base

rover )
OBServation

observables
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Saclfa Symems GNSS basics: space & ground
(GNSS) spoofing,
& spoofing

detection segments

J.-M Friedt & al. . 8 . .
® Navigation data represent the constellation, observations are

GNSS basics collected by the ground based receiver
® Standardized data format: RINEX Receiver INdependent EXchange
® RINEX ephemeris are published for improved accuracy of receiver
position (better satellite position measurement than prediction,
ionospheric delay) with an hourly delay
® raw ground based measurements: pseudo-range is the uncorrected
measurements from satellite to ground station

NAVigation SVj
SVi

base
OBServation

rover
observables
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detection

J.-M Friedt & al.
® Common view time transfer: observe local clock offset wrt GNSS,
and inform of this offset (UTC) — AF0, AF1 & AF2 fields !

® GPS provides a precise time reference (GPS time) materialized
through the 1-PPS pulse (rising edge is exact on the GPS second
within £100 ns)

® The GPS sends a “standard sentence” (NMEA or 1-PPS
information) prior to the pulse to indicate the date and time.

GNSS basics

2

LESA TM-23 guidebook on GNSS processing:
www.navipedia.net/index.php/GNSS:Tools: ESA books on GNSS processing
www.navipedia.net/GNSS_Book/ESA_GNSS-Book_TM-23_Vol_I.pdf &
www.navipedia.net/GNSS_Book/ESA_GNSS-Book_TM-23_Vol_II.pdf

2https://www.trimble.com/ec_receiverhelp/v4.15/en/ioConfig. html#1PPS:
“1PPS Time Tag — Enables the ASCII Time tags. The time tag provides the UTC
time of the 1PPS pulse and is output approximately 800 milliseconds before the

pulse.”
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Saxlie ymas GNSS basics: Doppler shift & link

(GNSS) spoofing,

oion bud get
MRS e GNSS = classically MEO (Medium Earth Orbit) at 20000 km
GNSS basice ® Standards defines the received power from which the emitted power

can be deduced

® 50 W output power and link budget = received power below
thermal noise

e Correlation with known pseudo-random pattern (Gold codes) for
pulse compression (30 dB)

® Moving satellite: celestial mechanics defines the possible Doppler
shift (£5 kHz)
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SDR decoding of
GPS

CDMA: software decoding of GPS

® GPS: 31-satellite fleet 3 orbiting Earth at a distance of 20000 km
® Time reference (Cs+Rb and then Rb only)
® Time of flight computation for positioning

® Offsets introduced by electromagnetic wave velocity fluctuations
(ionosphere, troposphere) impossible to compensate for if a single
frequency carrier is monitored

® Satellite ephemeris + time of flight = position of receiver on Earth

® Multiple applications beyond positioning # °

All satellites transmit on the same carrier frequency

Shttp://spaceflightnow.com/2014/10/13/
gps-modernization-continues-with-quick-pace-of-launches/

4J.-M Friedt, G. Cabodevila, Exploitation de signaux des satellites GPS recus par
récepteur de télévision numérique terrestre DVB-T, OpenSilicium 15, Juil.-Sept. 2015

5L. Lestarquit et al., Reflectometry With an Open-Source Software GNSS
Receiver: Use Case With Carrier Phase Altimetry, IEEE Journal of Selected Topics in
Applied Earth Observations and Remote Sensing 9 (10), pp. 4843-4853 (2016)
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Sl s CDMA: decoding GPS
spoofing,
& sooins GPS signal encoding principle © :

detection

X 12276 Miz BPSK -6dB L2 Signal
o 6 2 Signa
J.-M Friedt & al. *@ modulator 12276 Mz

[ Bpsk -3dB

SDR decoding of modulator  [e—
- |
L] o0 BPSK
modulator e

/T Fe

-
iy

Limiter

Switch

1

[f,=1023 Mz

C/A code @ data

50 bps data

Data
generator

® the carrier is generated by an atomic clock (1575.42 MHz) ...

® ... is phase modulated at 1.023 MHz with a unique satellite
identifier ...

e ... and again phase-modulated with the navigation message (50 bps)

5K. Borre et al., A Software-Defined GPS and Galileo Receiver — A
Single-Frequency Approach, Birkhduser Boston, 2007 9/46




Time transfer
and Global
Navigation

Satellite Systems
(GNSS) spoofing,
& spoofing
detection

J.-M Friedt & al.

PSK : Phase Shift Keying

¢ = arctan(Q//): output of the |/Q demodulator

local oscillator stability — constellation diagram

GPS: BPSK (Binary Phase Shift Keying) — demonstration using a

Phase modulation

saturated mixer controlled by the bits to be transmitted

05

500

1000

temps (u.a.)

1500

2000
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Sali s Phase demodulation
spoofing,
&soofine Receiver local oscillator is not synchronized on emitter oscillator

detection

1M Friedt & o1 Phase recovery requires accurate reproduction of the unmodulated carrier
exp(j(Awt + )V = exp(j(NAwt + Nyp)) = exp(jNAwt) if p = 27-n/N

7'0 5(‘)0 1000 I;W 2000 00 500 1000 1500 2000
mps (u.a.) temps (u.a.)
500 ‘ FET 1000 = ‘ LLL
- w0 500 35'
emission reception E ol 5
£ E
1.21 GHz source 100}~ 20
LO’ _43 dBm 0800 850 900 950 1000 1050 1100 1150 1200 0&00 8;() 9{‘}0 ‘);0 1000 IO‘S()H‘OOH‘SD 1200
H DVB_T frequence(u.a.) frequence(u.a.)
IF BPSK modulated
100 kHz RF signal
()? o< cos(2¢) i i
cos(p)” x 2 Carrier recovery by squaring BPSK

v € [0;7] = 2¢p = 0[27]
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Phase demodulation
Transmitted signal is s(t) = exp(j( wrx t+ ©(t)) so received signal is
-~ -~

TX LO info
s(t) = exp(j(wrxt+p(t)))-exp(—j wrx t) = exp(j((wrx — wrx) t+p(t)))
\'\f’/ R;’I-_/O 5

Phase is time-integral of fre-
quency

< & = dwt + p(t): we must have
dw = 0 to recover p € {0; 7}

Trick: s2(t) = exp(j(20w+2¢)) and
2¢p € {0;27} = 0[27]
= s%(t) is a pure tone at 20w

i

Use the ready made Costas loop block
12/46
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Example of GPS (BPSK)

detection

e g Squaring a BPSK signal gets rid of modulation and collects all the

energy in the carrier (requires averaging multiple Fourier transforms to get the
squared signal spectrum out of the noise)

abs ishif(iix

o
frequency (Hz)

Coarse estimate of (twice) the Doppler shift+frequency offset”:
“codeless” tracking in which each satellite is identified by its Doppler
shift

"P. Boven, Observe, Hack, Make: GPS (2013): used in Vaisala RS80 radiosonde

13/46
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Sy Example of GPS (BPSK)

(GNSS) spoofing,

& spoofing

dgerecton — Squaring a BPSK signal gets rid of modulation and collects all the
J-MFriedt &2l energy in the carrier (requires averaging multiple Fourier transforms to get the
TGS e squared signal spectrum out of the noise)
:‘\‘m decoding of
PSK

Spoofing with

mprovement

Shifting

o
frequency (Hz)
Towards

protection

time (hour)

Coarse estimate of (twice) the Doppler shift+frequency offset”:
“codeless” tracking in which each satellite is identified by its Doppler
shift

"P. Boven, Observe, Hack, Make: GPS (2013): used in Vaisala RS80 radiosonde
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Objectives

a modulator generates the information, here encoded in the phase
of the carrier

the information is carried on a signal whose frequency varies
(Doppler, thermal drift of LO): phase is the integral of frequency
recovering the transmitted information is a matter of eliminating
carrier information (requires a local copy)

two degrees of freedom (carrier frequency and CDMA for satellite
identification) will require two feedback loops to recover the
information

= carrier recovery and code position (delay) recovery

1575.42 MHz +df

[ sedback loop

NAV (50 bps) n qn

PRN (1.023 Mbps) WU
A f(O(lbd(k loop /P

15 /46
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St CDMA: decoding GPS
&seoofing Cross-correlation: search for a (known) pattern p(t) in the received

detection

M Friedt & . SigNal s(t). .
xcorr(7T) = / s(t) x p(t + 7)dt
—o0

becoming for discrete time
PSK “+o00

xcorr(n) = Z s(k) x p(k + n)

Searching for a known pattern in an ap-
parently random sequence:

CDMA reception:

@ all satellites transmit on the same carrier
frequency

8

6

xcorr (u.a.)
N IS

@ each satellite has a unique (known) code | il
sequence ‘

© correlating the received (noisy) signal
with each code yields a coherent energy -, =5 5 =5 =55 -
accumulation peak when the pattern is terps(u-als)
detected in the signal + magnitude of the cross-correlation
indicates whether a bit is found

16 /46
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Navigation - 0
Sali s Pulse compression basics

& ediy ® The longer the code (T), the longer the time during which the
J-M Friedt & al integral of xcorr accumulates energy and smoothes noise,

® but long pulse induces loss of time resolution = cross-correlation
is a broad peak

® strong variation of code over time = increased bandwidth B =
cross correlation peak width 1/B

Pulse
compression

pulse compression ratio (PCR) = B - T‘

Remember:  GPS is designed
for timing signals with better
than one “chip” resolution.

0 W e noise=rand(1023,1) **7;
noise=noise-mean(noise);
b=[1:1023];

b=mod (b, 2) ;b=b-mean(b) ;
plot(xcorr(b+noise,b),’r’);hold on

xeorr

500 1000 1500 2000
delay

a=cacode(1,1) ;a=a-mean(a);
plot(xcorr(at+noise,a));

plot(a+1.5);hold on;plot(b,’r’); . .0
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Pulse
compression

CDMA: decoding GPS

Modulation steps:

® the carrier is binary-phase shift keying modulated with the satellite
identifier at a rate of 1.023 MHz (phase rotations 0-180°)

® the message is additionnally binary-phase shift keying modulated
over the previous signal (50 bps)

20 ms
NAVO NAV1 NAV2 NAV3 arg(xcorr(signal,code))
T T i
\ ‘ Y—@—@—NAV

CEEL LTI ™ e do
1/1.023 us
® when demodulating; first eliminate the code, ...
® .. to identify and eliminate the carrier,
® in order to recover the message.

The carrier frequency is not accurately known (Doppler shift): what LO

offset is acceptable for demodulating the message ?
18/46
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SR CDMA: decoding GPS
(GNSS) spoofing,
8;:&3:{;5 Even if we did not know the GPS encoding scheme, knowing that this code repeats is

J-M Friedt & al. €nough to assess whether a GPS signal is usable: autocorrelation
f=fopen(’file.bin’);d=fread (f,inf,’uchar’);fclose(f);
d=d(1:2:end)—127+ix*(d(2:2:end) —127);
time=[—10000:10000];
dx=abs(xcorr(d—mean(d) ,d—mean(d)));
plot (time,dx(2e6 —10000:2e6+10000)); ylim ([0 1e6])

300000 T T T T

Pulse

compression

250000 ‘ ‘ ‘ ‘ ‘ ‘

200000 1 xcorr(x,y) = iFT(FT(x)- FT*(y))
| if x = Aexp(j(dwt + »))

then autocorr(x) = xcorr(x, x)

is iFT(|FT(A)|?)Véw

150000

autocorr (a.u.)

100000

50000

0
5000 10000 15000 20000 25000 30000
time (500 ns/sample)

Repetition every 1 ms at 2 MS/s = max(autocorr) every 2000 samples

19/46
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S CDMA: decoding GPS
& ediy ® Decoding GPS is only possible if the carrier frequency is accurately
J.-M Friedt & al. known ...
® .. whcih can only be identified after removing the code from the
received signal !
® |nitial exaustive (Acquisition) search of all possible codes and
" frequency offsets (brute force) for later only tracking satellites
compression known to be visible.

® What frequency offset should we look for ?

V Doppler shift: (R + r) = 20000 + 6400 km in
12 h (T?/R® = cst) = |V| = 3830 m/s

Since sin(f) = MLR or R ~ 6400 km

= |Vy;| = |V| cos(90 — 0) = |V|sin(0) = |\7|rfR

Result: |v/,| € [£4880] Hz

+ local oscillator contribution (bias and random
fluctuations) !

Application: decode an acquired signal, using the GPS
pseudo-random code generator available at fr.mathworks.com/
matlabcentral/fileexchange/14670-gps-c-a-code-generator/ , .,



fr.mathworks.com/matlabcentral/fileexchange/14670-gps-c-a-code-generator/
fr.mathworks.com/matlabcentral/fileexchange/14670-gps-c-a-code-generator/

Time transfer
and Global
Navigation

Satlie sysams Observed Doppler shift
(GNSS) spoofing,
&seoofine Record Doppler offset provided by gnss—sdr as a function of time for all

1M Friect & o, ViSible satellites

4000
Pulse < & :
compression 52000 I % o
= "
= '
IR
[P}
= 3
1+
£2000 *
5 ,
-4000 | ]
0 5 10 15 20 25

time (h)

Doppler indeed € [+£4000] Hz accounting for minimum elevation for
detectable signal 21/46
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Satlte s Doppler analysis frequency step

(GNSS) spoofing,
&spoofine  How accurately should the Doppler shift be known ?
300

detection

J.-M Friedt & al. —— PRN2,PRN1
—— PRN1,PRN1
250

—— PRN1,1.001*PRN1
PRN1,1.003"PRN1
—— PRN1,1.01*PRN1

N
@ 3
3 3

S
3

xcorr (a.u)

Pulse
compression

® 1023 kb/s ~ 1 us/bit

® 1 ms long sentence: if the last
' bit mismatches:
50 500 7 7 2000 2500 dt/t = 10_6/10_3 = 10_3

000 500
sample offset (no unit)

— PRN2,PRNT ° df/f ES dt/t = df =

—— PRN1,PRN1

et scoren 1073 x 1023 kb=1 kHz

PRN1,1.003"PRN1

@
3

e — PRNILLOPRNI ® to be safe, we select
30 df=500 Hz
éﬂﬂ

WW

7590 0 1010 113?0 1030 1040 1050 1060 1070 1080 22/46
sample offset (no unit)
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Pulse
compression

On the need for high stability LO:
offset v.s Doppler

" Recording a 100 MHz carrier referenced to a Cs clock:

Fle Edit View Terminal Tabs Help

Frequency Display | WaterfallDisplay | Time Domin Display | Constellation Display |
- 7200/100
e o 717 ke 56008
5 > 7200/100*1.57¢9*1e-6
eg 3040
58w \
— -80
A AR YA e " " U IR gl
2 oo g i P man W/vao’vww\;m{ww\/mww / N\m\w\m/ﬂw Y \‘J‘ [ 4 L e G R (s fy
120
1000 500 030 S0 1000
Frequency (kHz)
Average

o

I~ MaxHold  peset
I MinHold  peset
FrTSie: [To2d =]

I~ Display RF Fraquencias

Window [Elackman harri=]

Froquency Display | Waterfall Display | Time Domain Display | Constellatin Display
e o —Data0
8 ‘\
& -0
H )
E ]iz r'W\M[,w‘“mw\/‘n”\f"Ww’VW\“wrv\/ ) W“Mwvv‘r‘“’m“ﬁmw\m V‘mwwypﬂyr‘ﬂn“'\,/«’ P /v\,\rv!\rvwwx\/‘/«vwmmw\www“v\w/yffxw‘h
120
-1.000 0500 0,000 0500 1000
Frequency (MHz)
Average
p=

I~ MaxHold  peset
|

I MinHold  peset

I~ Display RF Fraquencias

-75 ppm offset or 120 kHz at 1.57 GHz

= rather than 20 Doppler frequencies (+5 kHz with 500 Hz steps) we

must probe > 500 Doppler frequencies

23 /46



Time transfer
and Global

CDMA: decoding GPS
(GNSS) spoofing,
& spoofing

detection

Why do we need accuracte oscillators ?

J.-M Friedt & al. P s
Pulse ;% o %ms
E4000 DVB-T R820T DVB-T
+59 ppm bias -68 ppm bias
=491 kHz at 1575.42 GHz =-107 kHz at 1575.42 GHz

Instead of searching a =5 kHz range (Doppler) with 500 Hz steps, we
must search +150 kHz range = computation time® multiplied by 30 !

820 kHz range with 500 Hz steps on 2 - 10° samples: 302 seconds with Matlab
R2010, 342 seconds with GNU/Octave 3.8.2

24/46
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Satellite Systems 7000
(GNSS) spoofing, 6000 -

& spoofing  — 5000 - ]
et E L , U-Blox
X
J-M Friedt & al. 3000 - 1
2000 — 1
1000

40000 o
time (us

Pulse
compression

»* SV 10, 20, 27, 32
s best visible with both re-
ceivers recording at the
same time

Doppler shift (*500 Hz)

[ibicties [amcomseooofissoon s [ Aol 15 25 /46
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From acquisitin
to tracking (NAV
messages)

phase (rac)

CDMA: decoding GPS

® Cross-correlating the received RF signal with orthogonal codes
allows for identifying the source of the signal, but the message is lost

® once the acquisition phase is completed, tracking by controlling
LO on the received carrier

® challenge: the phase is used both to encode the message and track
the carrier

® how to eliminate the phase modulation to control the frequency ?

® N-PSK : "N = 0[27] but reduction by a factor N of the allowed
frequency offset

atan (rad)

500 1000 1500 2000
time (ms)

“o 500 1000, 1500 2000
timo (ms)
. .
W OMe b AW A% s MM S ke WS

"
Mooy xoht wE e M@ ke P Weaed %3S o6 W

o 500 1000 1500 2000

0 500 1000 1500 2000 2500 3000 3500 4000 time (ms)
time (ms)

freq (Hz)

angle (rad)
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From acquisitin
to tracking (NAV
messages)

CDMA: decoding GPS

Cross-correlating the received RF signal with orthogonal codes
allows for identifying the source of the signal, but the message is lost
once the acquisition phase is completed, tracking by controlling
LO on the received carrier

challenge: the phase is used both to encode the message and track

the carrier

how to eliminate the phase modulation to control the frequency ?

atan(Q//) v.s atan2(Q, /): Q/I cannot detect 180° phase rotation,
while atan2 provides NAV..

Q

(1,1)=(-1,-1)

(-1,D)=(1,-1)

1

05

T o

5 osp

200
B

15

]
|

1000 1500 2000
time (ms)

1000 1500 2000
time (ms)

N
W oMe baee dvE ad 3 Wwde &

o sy i ¢

ywidkn ymeom

wE smwe W0 X ¢ W Meaed 43 E €6 B

500

1000 1500 2000
time (ms)
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Seale Symars GNSS basics: jamming & spoofing
(GNSS) spoofing,
& spoofing
detection

® | ow received power = emitting on 1575.42 MHz will jam the
signal, trivial to detect (loss of service), no technical challenge

J.-M Friedt & al.

® Spoofing: creating unwanted signal = user believes the service is
still active, but erroneous information

® Spoofing used to be restricted to high grade, expensive equipment
— software defined radio: < 200 euro experiment

From acquisitin
to tracking (NAV

messages) ) ) "
Analyzing RINEX is too late (processed ! - SDR
data): software defined radio GNSS re-

ceiver to access the raw radiofrequency V4
information (I/Q stream) = focus on the
received radiofrequency signals

Software defined radio:  early analog \J/
to digital conversion for digital processing
of the radiofrequency signals

28/ 46
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(GNSS) spoofing,
& spoofing
detection

J.-M Friedt & al.

Analog Devices PlutoSDR: AD9363 (70-6000 MHz) frontend +
Zynq SOC

Collect NAV ephemeris from the internet ° to simulate existing
constellation (period = 12 h = NAV will be valid for a couple of
hours)

From acquisitin

DEETI Generate NAV messages for the satellites in view of the receiver
(spoof for a region not too far from real location)

® Emit the signal at a level reasonably close but stronger than real
signal

Works easily with mobile phone/consumer electronics

Insufficient LO stability for higher grade GPS (e.g. cars): replace
TCXO with proper OCXO for long term stability

9constellation characteristics = location independent
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Satellite Systems
(GNSS) spoofing,

e Software 10

Spoofing tools

“deoms o PlutoSDR emitter : 0 dBm output spread over 2 MHz bandwidth
1M Friedt & al. (1023 Mb/s) = 30 dB peak power drop

running on the host PC synthesizing the |/Q

coefficients streamed to the modulator, generating navigation
messages representative of the simulated constellation (Zynq does
not seem powerful enough for real time |/Q generation)

* RBW 10 kHz
Att 20 dB VBW 30 kHz D2[1]
Ref 0.00 dBm WT 50ms

-8.13 dB
MHz

‘ M1[1]
1Sa

-26.01 dBm|
1.575420000 GHz|

Avg |”
Spoofing with

it

iy

PlutoSDR

\

\

\
-40

cound
-50 ‘

\

CF 1.57542 GHz

Span 5.0 MHz

Range of the attack:
RX power [1]

Prev > —130+ 6 dBm
TX power=-30 dBm
FSPL @ 1575.42 MHz
=20log;y(d) + 36 dB
= -124=-30-FSPL
<94=20log;o(d) + 36
d< 10(94736 /20 800
=d <800 m @0 dB
=d <80 m @-20 dB

[1] Global Positioning System Standard
Positioning Service Signal Specificia-
tion, p.14 (1995)

0github.com/Mictronics/pluto-gps-sim based on Takuji Ebinuma’s

github.com/osqzss/gps-sdr-sim
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Saveine Symens Mobile phone spoofing
(GNSS) spoofing,

& spoofing demonstration

detection

IMIES o Find current GPS date (sopac.ucsd.edu/convertDate.shtml)
® Fetch satellite characteristics (RINEX navigation messages) from
IGS (hourly update hourDDDO.YYn.Z at

ftp://cddis.gsfc.nasa.gov/gnss/data/hourly/YYYY/DDD/)

® spoof not too far from current location to match constellation
pluto-gps-sim -e hour2110.18n -A -20.0 -t 2018/07/30,10:00:00 -1
48.3621221,-4.8223307,100

Spoofing with
PlutoSDR

| Mostly works, but some-
times not ...
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Spoofing with
PlutoSDR

U-Blox receivers: some timid
protection attempt

Unrealistic Doppler shift 1 or receiver power detection:

UEH - RXM (Receiver Manager] - RAWM (MuliGNSS Raw Measurement Data)

Local Time [ 2010:144064 592000000 [+]
“ "
Leap seconds TEWALD) [s]  Clock reset
g ] = Accurate” (hydrogen maser

Sig Pseuds Range [ | Catier Phase (o | Doppl.. | Upek.. | SNR | PRSt. | CPSL. | DOSL. | P.] C B
LIC/A AWz 105T734T) 2312 |27 49 0m  00M  01BOYOYOY | | d h
LIC/A Gom | wes |mw % 1@ o amevever coONtrolle Synt esizer
Ui memiess  ierereacs| 12 |2er 51 om 00 pimovevey
Lica zmemmss  iommmed| 2822 |29mr 4% om 00 pimOvevey E E
Lici maEess  imesezrdsea| 2ome fomEr B 02 004 01BOYOYOY Clocklng the PlutOSDR W|th
LI/ zagreds  Nemsrals| 2ves | 2% 4 0m 00M mBevevey
L oramnse  imsamwe| 007 |2Er s om 00 pimevevey
LA Hemmers  angus| o1 | & 02 omi oimeveyey @ 4 Z source
Uk - zzeSilz  Umsisie| 3037 |zer 47 032 0O 01BeY ey oy
L 2mmea7e  1z9amzs| 11963 |64 4 0m 00 pimOvevey
Lic 2imazesn  emeressd| e |eer 48 om 00 pimevevey

UBK - RisM (Receiver Manager) - RAWH (MULIGNSS Ran Measuement Data)

Frequency shifted 40 MHz- wirm wommmmm

200 H T (5 p p = ) : Lespseconds[ 1BWVALID) [ Clockreset [

Lic/A 150643954 113485069.53

B 2 LiciA 20tsedeas Tzl ;1 S5 02 0o
spoofing is detected but the | &z © Zmes e oo |2z @ 2o
LiciA aeecasse  osezs| wews | s 51 n2 oom

. Lich, Zvapaiess  Tzoewosd| sie0s | s 47 02 oom

U -BI ox sti Il kee ps on stream- LicA amseces13  106497ses3| esea | 51 51 032 oood
Ligi, STe1es  TmPugssa| Amied | s 2 02 00m

i peslittern e SN B P EEN
gp LiciA aasess  Tereveers| sz | st 45 02 0ood
Lici, 2610 Tioooesles| eoend | s 47 02 o0me

Lic# 295371 Tesopersos| 4097 | S1se 45 03 004

Horbit @ 20000 km above the Earth surface in 12 h = 3840 m/s tangential

01zme
01289
01zme
01289
018e
01289
018e
0189
018e
0189
[REE

velocity = maximum v = 3840 x 6400/(6400 + 20000) = 930 m/s towards the

receiver or a Doppler shift fo X v/c < 4.9 kHz @ fj = 1575.42 MHz

Sia Pseudn Range [ | Carier Phaseo... | Doppl.. | flock . | SNR | PRSt. | CPGt. | DOSt. | P._| C. |
555 49 02 004 0189

v
M
M
M
M
M
M
M
M
M
M
M

oy
oy
oy
oy
oy
oy
oy
oy
oy
oy
oy
oy

zzzz<zzzz=z=z=
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GO ® Compensating for Doppler shift by providing an “ideal” reference
1M Friedt & al. source allows for spoofing cars, even outdoor

® Need to match the existing constellation: not too far, not too long
ago (here with hydrogen maser controlled 40 MHz synthesizer)

Local oscillator
improvement
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J.-M Friedt & al.

Local oscillator
improvement

Embedded solution: replacement
of the 40 MHz TCXO with a
10 MHz OCXO

Oscillator stability: short term v.s long term stability (phase noise v.s
Allan deviation)

10 Mz 6dbm ——— T
® 20MHz6dbm —— | T s g
30 MHz 6dBm P — mcozn]
40 MHz 6dBm .
20 1 50 MHz 6dBm b s ff "\ A
60 MHz 6dBm ——— T "W
T OXCO 10 MHz 6 dBm a
I 40p Rakon 40 MHz interne ——— 2
S 60| ERE )
ry R
2
2 80 T
2 T
8
5 -100 [
120 e
: — oo F
140 | . . " " " " - AL g
" 10 107 10° 10*
0.1 1 10 100 1000 10000 100000  10° integration time (s)

frequency offset from carrier (Hz)

Phase noise with carrier frequency TCXO v.s OCXO

Much improved long term stability but degraded short-term stability
(>100 Hz from carrier) = ideally, generate a clean 40 MHz from the
10 MHz reference
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Navigation

Satlie Symems Beyond cars: timing signal

(GNSS) spoofing,
&seoofing Many high-grade oscillators rely on GPS for long-term stabilization

detection

M Friedt & al. (“radio-controlled watches”)

Never actively tune an atomic
clock: measure offset and drift
and share information with user
= time offset defined by a con-
stant (AFO0), linear (AF1) and
quadratic (AF2) offset.

= dynamically change these pa-
— — rameters in the NAV messages of

: 1 all satellites

clk[0] = eph.af0 + tk = (eph.afl + tk * eph.af2) + relativistic — eph.tgd;
clk[1] = eph.afl + 2.0 * tk  eph.af2;

Shifting time
" sbf[0][5] = oOUL;
sbf[0][6] = (tgd & OxFFUL) << 6;
sbf[0][7] = ((iodc & OxFFUL) << 22) | ((toc & OxFFFFUL) << 6);
sbf[0][8] = ((af2 & OxFFUL) << 22) | ((afl & OxFFFFUL) << 6);

sbf[0][9] = (af0 & Ox3FFFFFUL) << 8;

is updated with
for (i = 0; i < MAXCHAN; i++) {
if (chan[i].prn I= 0)
{eph[ieph][chan[i].prn —1].af0 += 5 * pow(10, —6);
eph2sbf(eph[ieph][chan[i].prn — 1], ionoutc, chan[i].sbf);

1 35 /46
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Satlie ymams Spoofing detection 2
(GNSS) spoofing,

& spoofing

detection

J-MFredt&al. @ Detect excessive power or unrealistic Doppler shifts: U-Blox
receivers
® Proper signal generation will fool such strategies
® Qur approach: analyze the raw RF signal for unrealistic
characteristics

A constellation is spatially distributed, a spoofer is located at a single
point = antenna array measurement and angle of arrival measurement

12R.G. Hartman, Spoofing detection system for a satellite positioning system,
Patent US5557284A (1995):
A pair of antennae in combination with a GPS signal receiver system is employed for
Towards detecting the reception of satellite information signals from a spoofing signal
protection transmitter as opposed to those satellite information signals transmitted aboard each
of the satellite vehicles which form a satellite positioning system. As described herein,
an indication of the pointing angle between the antennae and the actual
transmitter transmitting the satellite information signals is detected. The pointing
angle and/or alternatively the range difference may be observed by monitoring the
behavior of the pseudo random code associated with the carrier of the satellite

information signal, or the carrier itself. In turn, pseudo range measurements, ...
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Towards
protection

Codeless analysis

Code analysis is computationally intensive but provides complete
receiver architecture

Spoofing detection: only analyze s2(t) which removes the BPSK
message

Satellite identification by different Doppler shift
Two antennas: add a geometrical term to phase (delay of arrival)

Direction of arrival by phase difference between antennas (cancels
the Doppler from a same satellite): arg(FFT(s2)) at the nth
antenna
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(GNSS) spoofing,

&seoofine  Power can be tuned, but direction of arrival will be difficult to simulate
13

1M Friedt 2 . = replace single receiving antenna with array for phase analysis

source ® |n the far fleld (RO > 2(Kd)2/>\) and
narrowband (B < ¢/(Kd)) approximations,

a plane wave hits the antenna array

® the phase shift between elements is
2mkd sin¥/\g for the kth element

| ® the various satellites with diffferent

! elevations and azimuth exhibit different ¢
\( \( \( \( and their signal contribution can be
separated by analyzing the phase between
antennas of the array

M.A. Psiaki & al., GNSS Spoofing Detection using Two-
Antenna Differential Carrier Phase, Proc. Radionaviga-
tion Laboratory Conference (2014), cited in R. T. loan-
nides, T. Pany, & G. Gibbons, Known vulnerabilities of
global navigation satellite systems, status, and potential
mitigation techniques, Proc. |EEE 104 (6), 1174-1194
(2016). Top=phase, middle=power, bottom=Doppler

Towards
protection

B =19cm = K=8& d=X/2= Kd =76 cm: Ry>6 m & B < 400 MHz | ¢
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Towards
protection

Ettus Research B210 provides two synchronous Experimental setup
inputs: bias T to GPS antenna e =

Each antenna a detects the sum of all satellite n f b ==
signals

Xn,a X exp | j( dwn + wn + $na )
~—~ ~— ~—
Doppler  BPSK  geometry

with ¢, the PRN+NAV sequence (spectrum
spreading)

Here we do not care about PRN+NAV = no
need for the time consuming Doppler-PRN map
calculation + DLL, but yet we need to get rid of
the BPSK modulation since ...

GPS signal is below thermal noise = getting rid
of the modulation by squaring (low computation
requirement): 2p, = 2{0, 7} = 0 [27] rises the

signal by 10log;,(1023) = 30 dB

Each Fourier transform peak is at dwp so the

Doppler shift identifies SV n e e o | | 2B 9"
a ey signal
arg of FFT(XE 1) is dwn + @n,a so that xs 6= xsz —

P —~L->-130 @Bm

i
I
is (on,a only dependent on satellite position ‘
|
|

if all arg(FFT(x2,)) — arg(FFT(x2,)) are equal, ‘
meaning all satellites are at the same position, we j T
are being spoofed. A real constellation will have Ts7eon Soan 5.0 iz

all phases different. Pulse compression 30/46
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Towards
protection

Ettus Research B210 provides two synchronous
inputs: bias T to GPS antenna

Experimental setup

Each antenna a detects the sum of all satellite n
signals
Xpa < exp | j( dwn + ©n + ©na )
~~ ~—

~—~
Doppler  BPSK  geometry

with ¢, the PRN+NAV sequence (spectrum
spreading)

Here we do not care about PRN+NAV = no
need for the time consuming Doppler-PRN map
calculation + DLL, but yet we need to get rid of
the BPSK modulation since ...

GPS signal is below thermal noise = getting rid
of the modulation by squaring (low computation
requirement): 2p, = 2{0, 7} = 0 [27] rises the

signal by 10log;((1023) = 30 dB

Each Fourier transform peak is at dwp so the

S g Thermal noise 30 dB gain
Doppler shift identifies SV n e -
2

arg of FFT(x? 1) is 0wn + n,a SO that x2 1 Xno ; — e j?nfé 4Bm
is (n,a only dependent on satellite posutlon | A

|

|

if all arg(FFT(xml)) = arg(FFT(xn,z)) are equal,
meaning all satellites are at the same position, we |

are being spoofed. A real constellation will have Tssaen s,::ﬁ;?;
all phases different.

Pulse compression 40/ 46
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Towards
protection

Solution demonstration

Variable
ID: samp_rate
Value: 2.046M

Options.
1D: top_block
Generate Options: QT GUI

Variable
D:d
Value: 40

ﬂ
_»I

File Source
File: __gps2Ms65d817h30 bin
Repeat: No

Add begin tag: )

Deinterleave

UHD: USRP Source
Device Address: b200
Samp Rate (Sps): 2.046M
€hO: Center Freq (Hz): ...42G
Cho: Gain Value: 65

Ch1: Center Freq (Ha): ...426
Ch1: Gain Value: 65

QT GUI Frequency Sink
FFT Size: 8192k

Center Frequency (Hz): 0
Bandwidth (Hz): 2.046M

o Multiply
(| B

Low Pass Filter
Decimation: 40

Gain: 1

Sample Rate: 2.046M
Cutoff Freq: 25575k

ition Width: 5.115k
Window: Hamming

Tran:

Beta: 6.76

GNU Radio flowgraph to

reduce datarate

(2-channels @ 2.046 MS/s
complex float = 33 MB/s
— decimate by 40 for <1 MB/s)

GNU/Octave: identify each peak
(dwy, for each satellite n) on
magnitude and compute phase
of each signal at this position

Low Pass Filter
Decimation: 40

Gain: 1

Sample Rate: 2.046M
Cutoff Frea: 25.575k
Transition Width: 5. 115k
Window: Hamming

Beta: 6.76

Relative Gain (dB)

Relative Gain (dB)

1003

110

1204

130

1405

100

10

120

130

QT GUI Range:
ID: freq

Default Value: 1575426
Start: 1001

Stop: 1.66

Step: 100k

QT GUI Range
D:g

Default Value: 65
Start: 1

Stop: 100

Step: 1

1 QT GUI Frequency Sink
FFT Size: 8192k

g Conter Frequency (Hz): 0
Bandwidth (Hz): 51.15k

| File Sink
File: /tmp/data.bin
| eerieave 1 [ | npugrerea: o
Append file: Overwrite

1000 0.00
Frequency (kHz)

-1.000

0,500 0.000 0.500
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Spoofing signal datasets: clustered phase values whatever the considered satellite

filename phase phase phase phase phase phase
190130_spoof2MS65dB16h03.bin 4.07 4.09 4.07 4.01 4.04 4.06
190130-spoof2MS65dB16h03.bin, segment 2 4.06 4.08 4.03 3.98 4.07 4.05
100130_5poof2MS65dB16h03.bin, segment 413 412 413 412 414 4.09
190130_spoof2MS65dB16h08. b|n 3.21 3.09 3.09 3.45 3.20
190130.-spoof2MS65dB16h08.bin, segment 2 3.27 3.25 3.24 3.19 3.20 3.51
190130-spoof2MS65dB16h08.bin, segment 3 3.32 3.35 3.29 3.35 3.32
190130-spoof2MS65dB16h08.bin, segment 4 3.45 3.53 SIS 3.46 3.46 3.53
190130_spoof2MS65dB16h15.bin 3.39 3.41 3.41 3.40 3.371 3.45
190130-spoof2MS65dB16h15.bin, segment 2 3.53 3.44 3.43 3.46 3.48 3.32
190130_5poof2MS65dB16h15.bin, segment 3 3.42 3.40 343 327 328 321
190130-spoof2MS65dB16h15.bin, segment 4 3.07 3.07 3.30 3.08 2.99
Genuine GPS constellation datasets: phases varying in the [—7, 7] range
filename phase phase phase phase phase phase
190130_gps2MS65dB17h22.bin 3.63 0.085 -0.73 0.04 0.93 -0.53
190130_gps2MS65dB17h30.bin | -0.41  -1.14 5.74
190130_gps2MS65dB18h41.bin | -3.22  -3.71 2.45 2.83 -4.74
190130_gps2MS65dB18h43.bin | -2.21 1.72 0.96 -0.52
190130_gps2MS65dB19h06.bin | 2.056  -3.51 0.43 1.86 1.59 1.08
190130_gps2MS65dB19h11.bin 1.34 1.82 -1.51 0.60 2.57
190130_gps2MS65dB19h15.bin 1.26 4.56 1.77
}
B N
GPS constellation Spoofed signal (Rakon) Zoom on ... squared signal  42/46
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el 2-antennas

J.-M Friedt & al. . -
%% Each antenna a detects the sum of the satellite n signals
Xna o< exp [ j(dwnt + @n + Pna )|, @n €[0,7]
S~~~ ~~ ~~—~
Doppler  BPSK  geometry
2 2 V)
= arg(FFT(x;1)) — arg(FFT(x;2)) = ¢n2 = ¢n1
only dependent on antenna geometry and satellite position
Long term Doppler & phase monitoring  Genuine constellation
A ; ‘ : :
B p——— T T T T 3 X genuine constellation
55 150 ¥ ]
o st;o 00 32 7
ime () 2 K
Towards 8 e st L " 1
G H Soomo o w000 o0 2o o
g frequency shift(Hz)
:Z 0 200 00 @ w00 1000 200 ga i i i S x
E 6 23 x

frequency shifi(Hz)

Spoofed constellation 43 /46
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Towards
protection

Beamforming

® Spoofing detection is possible = mitigation * ?

GPS active antennas
95em Y

® The ground-based signal is stronger than the
spaceborne signal
= tune antenna radiation pattern so that a
null (low reception sensitivity) is directed
towards spoofing source

2.046 MS/s

® Also applicable to jamming mitigation

® Antenna array with the “proper” phase
conditions between elements will cancel
(destructive interference) the signal coming
from a given direction

phase difference

DAC

14R. Heue, GNSS Jamming and Spoofing: Hazard or Hype? at https://www.
space-of-innovation.com/gnss-jamming-and-spoofing-hazard-or-hype/ (June
2018): “A vital means to counter jammers is the use of an array antenna, which
either is able to steer the radiation pattern of the array to form a spatial null
towards the jammer, or to provide additional gain towards the satellites. However,
such controlled radiation pattern antennas (CRPA) are military technology and the

availability for civil users is an exception.”
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Towards
protection

Beamforming

Spoofing detection is possible = mitigation ?

The ground-based signal is stronger than the spaceborne signal

= tune antenna radiation pattern so that a null (low reception
sensitivity) is directed towards spoofing source

Also applicable to jamming mitigation
Antenna array with the “proper” phase conditions between elements

will cancel (destructive interference) the signal coming from a given

direction

Phased array factor

N—-1

> exp(jn¥), W = kd cos(V) + 3
n=0

where k = 27” d distance between
antennas, 1 incidence angle and 3
the phase between array elements

received power (a.u.)

received power (a.u.)

2-antenna phased array factor

0dog
30deg

0deg |

45 dog

100
azimuth angle (degree)

4-antenna phased array factor
X 0deg

30deg

30 dog

\ \ <45 dog

azimuth angle (degree)
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Sl i ) i Conclusion
Do © Spoofing GPS is a good opportu_nlty to
detection demontrate detailed understanding of the
J-M Friedt & al. communication and location mechanisms
® Ease of implementation spoofing using
(PlutoSDR) SDR implementation
® Requires a “good"” stability reference
oscillator (external source to PlutoSDRY)
® B210 SDR, computationally efficient
solution demonstration: multi-antenna N
receiver for anti-spoofing using Direction of ! LEURRAGE DU GPS PAR
Arrival (DOA) analysis with respect to RADIO LOGICIELLE
constellation configuration G
® = dual receiver appoach, one for GNSS and ™
one for spoofing detection, or deriving signals
from GNSS-SDR for spoofing detection
.,Triwtiiffon ® Promotional video of the Rohde & Schwarz

SMW?200A (40 k$ for 6 GHz model) @
https://www.rohde-schwarz.com/fr/produits/test-et-mesure/
generateurs-de-signaux/video-simulateur-gnss/
high-end-gnss-simulation-with-the-r-s-smw200a-episode-3_232162.html

13G. Goavec-Merou, J.-M Friedt, F. Meyer, Leurrage du GPS par radio logicielle,
MISC Special Issue (2019), translated at jmfriedt.free.fr/misc_gps_eng.pdf
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Link budget

Link budget

a radiofrequency (electrical) power is emitted, either isotropically or
in a directional pattern with an antenna gain G;: Pg X G;
® this power spreads on a sphere centered on the emitter: in the case

of isotropic emitter, the area of this sphere is, at a distance d, 4A7d?
® if G, > 1, then only a fraction 47d?/G; of the sphere is illuminated
® this sphere intersects the receiver, which can detect any incoming

signal on a 4r-steradian sphere on a typical area of \?
® this receiver might exhibit a reception antenna gain G;

2
Ii—z =G G (471_)\01> . Friis ' equation

or Free Space Propagation Loss (FSPL), since 20 log;(c/4/m) = 147.5 dB
FSPL = 201log;,(f) + 20 log;o(d) — 147.55 dB

DEeRrIvaTION OF TRANSMISSION Formura (1)

Having defined the effective area of an antenna, it is
a simple matter to derive (1). As shown in Fig. 1, con-
sider a radio circuit made up of an isotropic transmitting

TRANSMITTING ANTENNA RECEVING ANTENNA
USOTROPIC) (EFFECTIVE AREA Ap)

s D

=0 —

TN VAicH

—
Fig. 1—Free-space radio circuit.

YH.T. Friis A Note on a Simple Transmission Formula, Proc. |.R.E. 254- (1946) a1/
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S a radiofrequency (electrical) power is emitted, either isotropically or
1M Friedt & al. in a directional pattern with an antenna gain G;: Pg X G;
® this power spreads on a sphere centered on the emitter: in the case
of isotropic emitter, the area of this sphere is, at a distance d, 4A7d?
® if G, > 1, then only a fraction 47d?/G; of the sphere is illuminated
® this sphere intersects the receiver, which can detect any incoming
signal on a 4r-steradian sphere on a typical area of \?
® this receiver might exhibit a reception antenna gain G;

P A\
Pig = GG (47rd) : Friis equation

Link budget

Application:
@ a GPS satellite emits 50 W (17 dBW=47 dBm) at 1575.42 MHz
with an antenna gain of 13 dBi and flies at 20000 km over the Earth
® FSPL =182 dB= Pr = —152 dBW= —122 dBm
© receiver sensitivity: typically around -159 dBm
(usglobalsat .com/store/download/53/et312_ug. pdf)
© DVB-T: detection limit around -95 dBm (10 dB SNR) + 27 dB

antenna gain = -122 dBm detection limit
48 /46
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Satellite Systems Ll n k b u d get

(GNSS) spoofing,
5, il

S a radiofrequency (electrical) power is emitted, either isotropically or
1M Friedt & al. in a directional pattern with an antenna gain G;: Pg X G;
® this power spreads on a sphere centered on the emitter: in the case
of isotropic emitter, the area of this sphere is, at a distance d, 4A7d?
® if G, > 1, then only a fraction 47d?/G; of the sphere is illuminated
® this sphere intersects the receiver, which can detect any incoming
signal on a 4r-steradian sphere on a typical area of \?
® this receiver might exhibit a reception antenna gain G;

P A\
Pig = GG (47rd) : Friis equation

Link budget

What is the thermal noise power ?

® 1 MHz bandwidth (1023 kHz) so that 10log;,(10°) = 60 dB

® —174+60 = —114 dBm> -122 dBm ! 1

©® but 30 dB=1023 kHz/1 kHz pulse compression:
—122 +30 = —92 > 114 dBm (SNR ~ 22 dB after compression)

O the cross-correlation brings the signal out of the noise: a spectral
analysis (FFT) cannot display the GPS signal !

P =10logyo(ks T) with kg = 1.38-1072% J.K~! & T =293 K, +30 dB for m\‘/‘\gl/%
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Satelite Sytems Pulse compression basics
(GNSS) spoofing,
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integral of xcorr accumulates energy and smoothes noise,

_— ® but long pulse induces loss of time resolution = cross-correlation

compression |S a broad peak

® strong variation of code over time = increased bandwidth B =
cross correlation peak width 1/B

pulse compression ratio (PCR) = B - T‘

1 kHz sin

sonsnase time=[0:1e-6:1e-2]; %samp. rate=1 us

vy yyyvyvey)

s

.

4; x=chirp(time,le3,time(end),1e3);

o pomonanummRest noise=20*rand(length(x),1)’;
et

1o R noise=noise-mean(noise);
Z- xx=xcorr(x,x); xb=xcorr(x,noise);

1
05
0
05
4

0

145 kHz chirp

1

Wil
I’l““‘ﬂ

evrovmmane] plot(xx,’b-’);hold on;plot(xb,’r-’);

0 0.00.000.008.0080.01

x=chirp(time,le3,time(end),5e3);
xx=xcorr(x,x); xb=xcorr(x,noise);
plot(xx,’k-’);hold on;plot(xb,’m-’);

5000 10000 15000 20000
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detection ® The longer the code (T), the longer the time during which the
oM Friedt & 2l integral of xcorr accumulates energy and smoothes noise,

® but long pulse induces loss of time resolution = cross-correlation
Pul .
con:;:ression IS a broad peak

® strong variation of code over time = increased bandwidth B =
cross correlation peak width 1/B

‘pulse compression ratio (PCR) = B - T‘

o time=[0:1e-6:1e-2]; %samp. rate=1 us
o0

[—chip 310kt

x=chirp(time,le3,time(end),1e3);
noise=20*rand(length(x),1)’;
noise=noise-mean(noise);

2000

Kk,

g ; I,””Hnmll!' y”“ ! ||| ‘wuv“‘w‘”mw"' xx=xcorr (x,x); xb=xcorr(x,noise);
T S=EE.
o [
‘ x=chirp(time,le3,time(end) ,5e3);
400 ‘ xx=xcorr(x,x); xb=xcorr(x,noise);
P o D w0 Pplot(xx,’k-’);hold on;plot(xb,’m-’);
delay
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