
Time transfer
and Global
Navigation

Satellite Systems
(GNSS) spoofing,

& spoofing
detection

J.-M Friedt & al.

GNSS basics

SDR decoding of
GPS

Spoofing with
PlutoSDR

Local oscillator
improvement

Shifting time

Towards
protection

Time transfer and Global Navigation Satellite
Systems (GNSS) spoofing, & spoofing detection

G. Goavec-Merou1, J.-M Friedt1, F. Meyer2

1 FEMTO-ST/temps-fréquence & FAST-LAB, Besançon
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GPS
1 NAVSTAR: military program started in 1973 (sats launched in 1978)

2 Clinton cancels Selective Availability in May 2000, dropping the
resolution from ' 45 m to ' 5 m 1

3 Positioning as a result of trilateration of space-borne atomic
clock-synchronized signals

4 Growing access to Software Defined Radio (SDR) for receiving and
synthesizing the signals

5 Spoofing GPS has become a sub-100 euro activity: what
consequences ?

6 Computationnally efficient
spoofing detection using antenna
array

Figure: US Air Force

1www.gps.gov/systems/gps/modernization/sa/data/
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GPS
1 NAVSTAR: military program started in 1973 (sats launched in 1978)
2 Clinton cancels Selective Availability in May 2000, dropping the

resolution from ' 45 m to ' 5 m
3 Positioning as a result of trilateration of space-borne atomic

clock-synchronized signals
4 Growing access to Software Defined Radio (SDR) for receiving and
synthesizing the signals

5 Spoofing GPS has become a sub-100 euro activity: what
consequences ?

The importance of technical advances in measuring time was underscored by
European regulations that went into effect in January and that require financial
institutions to synchronize time-stamped trades with microsecond accuracy.
Being able to trade at the nanosecond level is vital to Nasdaq. Two years ago, it
debuted the Nasdaq Financial Framework, a software system that it has envisioned
eventually trading everything from stocks and bonds to fish and car-sharing rides.
[...]
Google would later use this method to synchronize computers based on GPS data
and atomic clocks to make sure that their database system could correctly order
transactions. But since the system requires super-accurate clocks and satellite
receivers, it is more costly than the software-based Huygens approach.

“Time Split to the Nanosecond Is Precisely What Wall Street Wants”
The New York Times (John Markoff, June 29, 2018)
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GNSS jamming
Jamming:
• North Korea 1, truck drivers 2 3

• military will jam GPS: “A 1-kilowatt jammer
can block a military GPS receiver from as far
away as 80 kilometers. A Russian company
recently marketed a 4-[?k?]watt jammer that
can deny a standard GPS signal within up to
200 kilometers.”4

• Russian military 5

• 9 euro jammer on Amazon −→
VCO controlled by a triangle shaped signal
sweeping 1.55 to 1.59 GHz jams GPS
(6= blocker !) – no emission on GPS L2

1www.wired.com/2011/03/north-korea-jams-gps-in-war-game-retaliation/
2www.economist.com/technology-quarterly/2011/03/12/no-jam-tomorrow
3Son brouilleur GPS bloque l’aéroport de Nantes at

paris.maville.com/actu/actudet_

-son-brouilleur-gps-bloque-l-aeroport-de-nantes_54028-3258706_actu.Htm
4www.afcea.org/content/?q=node/481, 2001
5thebarentsobserver.com/en/security/2018/11/

pilots-warned-jamming-finnmark with the establisement of “Northern Fleet
Center of Radio-Electronic Warfare (TsREB) in the Murmansk region”, jamestown.
org/program/russias-new-electronic-warfare-capabilities-in-the-arctic/4 / 34
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GNSS jamming
Jamming:
• North Korea 1, truck drivers 2 3

• military will jam GPS: “A 1-kilowatt jammer
can block a military GPS receiver from as far
away as 80 kilometers. A Russian company
recently marketed a 4-[?k?]watt jammer that
can deny a standard GPS signal within up to
200 kilometers.”4

• Russian military 5

• 9 euro jammer on Amazon −→
10 mW output = 1.5 km range if jamming
signal is 10 dB above GPS (assuming GPS
compression rejects noise by 30 dB)

1www.wired.com/2011/03/north-korea-jams-gps-in-war-game-retaliation/
2www.economist.com/technology-quarterly/2011/03/12/no-jam-tomorrow
3Son brouilleur GPS bloque l’aéroport de Nantes at

paris.maville.com/actu/actudet_

-son-brouilleur-gps-bloque-l-aeroport-de-nantes_54028-3258706_actu.Htm
4www.afcea.org/content/?q=node/481, 2001
5thebarentsobserver.com/en/security/2018/11/

pilots-warned-jamming-finnmark with the establisement of “Northern Fleet
Center of Radio-Electronic Warfare (TsREB) in the Murmansk region”, jamestown.
org/program/russias-new-electronic-warfare-capabilities-in-the-arctic/
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GNSS jamming
Jamming:
• North Korea 1, truck drivers 2 3

• military will jam GPS: “A 1-kilowatt jammer
can block a military GPS receiver from as far
away as 80 kilometers. A Russian company
recently marketed a 4-[?k?]watt jammer that
can deny a standard GPS signal within up to
200 kilometers.”4

• Russian military 5

• 9 euro jammer on Amazon −→
GLONASS (1602.0-–1615.5 MHz) hardly
affected

No jamming Jamming
1www.wired.com/2011/03/north-korea-jams-gps-in-war-game-retaliation/
2www.economist.com/technology-quarterly/2011/03/12/no-jam-tomorrow
3Son brouilleur GPS bloque l’aéroport de Nantes at

paris.maville.com/actu/actudet_

-son-brouilleur-gps-bloque-l-aeroport-de-nantes_54028-3258706_actu.Htm
4www.afcea.org/content/?q=node/481, 2001
5thebarentsobserver.com/en/security/2018/11/

pilots-warned-jamming-finnmark with the establisement of “Northern Fleet
Center of Radio-Electronic Warfare (TsREB) in the Murmansk region”, jamestown.
org/program/russias-new-electronic-warfare-capabilities-in-the-arctic/
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GNSS spoofing

Spoofing attack ?

• A US UAV lands in Iran 6

• Russian GPS spoofing in Crimea 7, Murmansk 8, Syria 9, Moscow 10

(locating the Kremlin close to an airport will force a UAV to land)
or near V. Putin 11

6en.wikipedia.org/wiki/Iran%E2%80%93U.S. RQ-170 incident
7liveuamap.com/en/2019/

28-march-study-on-russian-gps-spoofing-tens-of-ships-passing,
www.gpsworld.com/spoofing-in-the-black-sea-what-really-happened/

8www.newscientist.com/article/

2143499-ships-fooled-in-gps-spoofing-attack-suggest-russian-cyberweapon/
9www.popularmechanics.com/military/weapons/a28250133/

russia-gps-signals-israel/
10money.cnn.com/2016/12/02/technology/kremlin-gps-signals/index.html
11c4ads.org/s/Above-Us-Only-Stars.pdf summarized in

foreignpolicy.com/2019/04/03/russia-is-tricking-gps-to-protect-putin/

or Study maps “extensive Russian GPS spoofing” at
www.bbc.com/news/technology-47786248
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GNSS spoofing
• Spoofing academic research: Todd

Humphreys12 demonstrates spoofing
a yacht navigation system off
Lybia 13

• Full issues of journals dedicated to
the topic 14

• Why spoof GPS ?
Pokémon Go 15 16

“using a signal generator to generate a fake
GPS signal which the phone, (and therefore,
the Pokémon Go app), receives and uses
as the ”location” of the device.”

or Uber 17 !

12www.ted.com/talks/todd_humphreys_how_to_fool_a_gps
13gps.mae.cornell.edu/humphreys_etal_iongnss2008.pdf
14Proceedings of the IEEE — Vol. 104, No. 6, June 2016
15www.lifewire.com/

use-pokemon-go-gps-spoof-to-catch-more-pokemon-4584789,
www.theverge.com/circuitbreaker/2016/7/28/12311290/

pokemon-go-cheat-gps-signal-spoofing
16www.youtube.com/watch?v=9mC71c6zRUE (Jul 25, 2016)
17soliddriver.com/GPS-Spoofing-A-Growing-Problem-for-Uber 8 / 34
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Excessive reliance on GNSS
without backup

• UK study on GPS jamming impact: 1 billion
pounds/day 18 19,

• excessive reliance on GNSS with no backup
solution 20 −→

• American fleet grounded due to GPS update
error 21 22

• All coutries subject to conflicts (USA, Korea/
Japan, Saudi Arabia, China) deploy Very
Low Frequency (VLF) alternatives to GNSS
... which Europe has just shut down
(100 kHz eLORAN, possibly 162 kHz TDF) !

18assets.publishing.service.gov.uk/government/uploads/system/uploads/

attachment_data/file/619544/17.3254_Economic_impact_to_UK_of_a_

disruption_to_GNSS_-_Full_Report.pdf (2017)
19assets.publishing.service.gov.uk/government/uploads/system/uploads/

attachment_data/file/676675/

satellite-derived-time-and-position-blackett-review.pdf
20www.chronos.co.uk/files/pdfs/cs-an/ThreatOfGPSJamming_V2.0_

January2014.pdf
21hackaday.com/2019/06/09/

gps-and-ads-b-problems-cause-cancelled-flights/
22www.forbes.com/sites/zakdoffman/2019/06/09/

hundreds-of-u-s-flights-canceled-as-gps-based-aircraft-navigation-system-fails/9 / 34
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GNSS basics: space & ground
segments

• Position = trilateration of timing signals emitted from space
• Pseudo-range=distance from receiver to each satellite ⇒

trilateration for position identification
• Spaceborne atomic clock offsets measured with respect to ground

atomic clocks: delay information in NAVigation message
• electromagnetic waves : 300 m/µs ⇒ 3 m accuracy requires 10 ns

accuracy
• High accuracy position = precise time transfer

SVk
SVj

SVi

20000 km

rover base

ionosphere

NAVigation

OBServation

pseudo−range

fixed

phase

observables

time
offsettime
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GNSS basics: space & ground
segments

• Navigation data represent the constellation, observations are
collected by the ground based receiver
• Standardized data format: RINEX Receiver INdependent EXchange

• RINEX ephemeris are published for improved accuracy of receiver
position (better satellite position measurement than prediction,
ionospheric delay) with an hourly delay
• raw ground based measurements: pseudo-range is the uncorrected

measurements from satellite to ground station

SVk
SVj

SVi

20000 km

rover base

ionosphere

NAVigation

OBServation

pseudo−range
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phase

observables

time
offsettime
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GNSS basics: timing information

• Common view time transfer: observe local clock offset wrt GNSS,
and inform of this offset (UTC) – AF0, AF1 & AF2 fields 23

• GPS provides a precise time reference (GPS time) materialized
through the 1-PPS pulse (rising edge is exact on the GPS second
within ±100 ns)

• The GPS sends a “standard sentence” (NMEA or 1-PPS
information) prior to the pulse to indicate the date and time. 24

23ESA TM-23 guidebook on GNSS processing:
www.navipedia.net/index.php/GNSS:Tools: ESA books on GNSS processing
www.navipedia.net/GNSS_Book/ESA_GNSS-Book_TM-23_Vol_I.pdf &
www.navipedia.net/GNSS_Book/ESA_GNSS-Book_TM-23_Vol_II.pdf

24www.trimble.com/ec receiverhelp/v4.15/en/ioConfig.html#1PPS: “1PPS
Time Tag – Enables the ASCII Time tags. The time tag provides the UTC time of
the 1PPS pulse and is output approximately 800 milliseconds before the pulse.”

12 / 34
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GNSS basics: Doppler shift & link
budget

• GNSS = classically MEO (Medium Earth Orbit) at 20000 km
• Standards defines the received power from which the emitted power

can be deduced
• 50 W output power and link budget ⇒ received power below

thermal noise
• Correlation with known pseudo-random pattern (Gold codes) for

pulse compression (30 dB)
• Moving satellite: celestial mechanics defines the possible Doppler

shift (±5 kHz)

LO +5V

0..40 dB

ADC
2

USB

active

antenna

Software Defined Radio receiver applied to GNSS

13 / 34
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CDMA: software decoding of GPS

• GPS: 31-satellite fleet 25 orbiting Earth at a distance of 20000 km

• Time reference (Cs+Rb and then Rb only)

• Time of flight computation for positioning

• Offsets introduced by electromagnetic wave velocity fluctuations
(ionosphere, troposphere) impossible to compensate for if a single
frequency carrier is monitored

• Satellite ephemeris + time of flight = position of receiver on Earth

• Multiple applications beyond positioning 26 27

All satellites transmit on the same carrier frequency

25spaceflightnow.com/2014/10/13/

gps-modernization-continues-with-quick-pace-of-launches/
26J.-M Friedt, G. Cabodevila, Exploitation de signaux des satellites GPS reçus par

récepteur de télévision numérique terrestre DVB-T, OpenSilicium 15, Juil.-Sept. 2015
27L. Lestarquit et al., Reflectometry With an Open-Source Software GNSS

Receiver: Use Case With Carrier Phase Altimetry, IEEE Journal of Selected Topics in
Applied Earth Observations and Remote Sensing 9 (10), pp. 4843–4853 (2016)

14 / 34
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CDMA: decoding GPS
GPS signal encoding principle 28 :

• the carrier is generated by an atomic clock (1575.42 MHz) ...
• ... is phase modulated at 1.023 MHz with a unique satellite

identifier ...
• ... and again phase-modulated with the navigation message (50 bps)

28K. Borre et al., A Software-Defined GPS and Galileo Receiver – A
Single-Frequency Approach, Birkhäuser Boston, 2007 15 / 34
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GNSS basics: jamming & spoofing

• Low received power ⇒ emitting on 1575.42 MHz will jam the
signal, trivial to detect (loss of service), no technical challenge

• Spoofing: creating unwanted signal ⇒ user believes the service is
still active, but erroneous information

• Spoofing used to be restricted to high grade, expensive equipment
→ software defined radio: < 200 euro experiment

Analyzing RINEX is too late (processed
data): software defined radio GNSS re-
ceiver to access the raw radiofrequency
information (I/Q stream) ⇒ focus on the
received radiofrequency signals

Software defined radio: early analog
to digital conversion for digital processing
of the radiofrequency signals

ADC
SDR

ADC
SDR

LO

PLL

LO−FI FI
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SDR spoofing demonstration

• Analog Devices PlutoSDR: AD9363 (70–6000 MHz) frontend +
Zynq SOC

• Collect NAV ephemeris from the internet 29 to simulate existing
constellation (period = 12 h ⇒ NAV will be valid for a couple of
hours)

• Generate NAV messages for the satellites in view of the receiver
(spoof for a region not too far from real location)

• Emit the signal at a level reasonably close but stronger than real
signal

• Works easily with mobile phone/consumer electronics

• Insufficient LO stability for higher grade GPS (e.g. cars): replace
TCXO with proper OCXO for long term stability

29constellation characteristics ⇒ location independent
17 / 34
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Spoofing tools
• PlutoSDR emitter : 0 dBm output spread over 2 MHz bandwidth

(1023 Mb/s) ⇒ 30 dB peak power drop
• Software 30 running on the host PC synthesizing the I/Q

coefficients streamed to the modulator, generating navigation
messages representative of the simulated constellation (Zynq does
not seem powerful enough for real time I/Q generation)

Range of the attack:
RX power [1]
Prcv ≥ −130 + 10 dBm
FSPL @ 1575.42 MHz
=20 log10(d) + 36 dB ⇒
−120 = TXdBm − FSPL or
20 log10(d) = 84 + TX
d ≤ 1084/20 = 16 km @
0 dBm
⇒d ≤ 500 m @ -30 dBm
⇒d ≤ 150 m @ -40 dBm
in free space

Global Positioning System Standard Posi-
tioning Service Signal Specificiation, p.14
(1995)

30github.com/Mictronics/pluto-gps-sim based on Takuji Ebinuma’s
github.com/osqzss/gps-sdr-sim
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Mobile phone spoofing
demonstration

• Find current GPS date (sopac.ucsd.edu/convertDate.shtml)
• Fetch satellite characteristics (RINEX navigation messages) from

IGS (hourly update hourDDD0.YYn.Z at
ftp://cddis.gsfc.nasa.gov/gnss/data/hourly/YYYY/DDD/)
• spoof not too far from current location to match constellation

pluto-gps-sim -e hour2110.18n -A -20.0 -t 2018/07/30,10:00:00 -l

48.3621221,-4.8223307,100

Mostly works, but some-
times not ...
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U-Blox receivers: some timid
protection attempt

Unrealistic Doppler shift 31 or receiver power detection:

“Accurate” (hydrogen maser
controlled) synthesizer
clocking the PlutoSDR with
a 40 MHz source

Frequency shifted 40 MHz-
200 Hz source (5 ppm):
spoofing is detected but the
U-Blox still keeps on stream-
ing position information

31orbit @ 20000 km above the Earth surface in 12 h ⇒ 3840 m/s tangential
velocity ⇒ maximum v = 3840× 6400/(6400 + 20000) = 930 m/s towards the
receiver or a Doppler shift f0 × v/c ≤ 4.9 kHz @ f0 = 1575.42 MHz
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Beyond mobile phone: cars
• Compensating for Doppler shift by providing an “ideal” reference

source allows for spoofing cars, even outdoor
• Need to match the existing constellation: not too far, not too long

ago (here with hydrogen maser controlled 40 MHz synthesizer)

Tested on Renault & Mercedes cars
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Embedded solution: replacement
of the 40 MHz TCXO with a

10 MHz OCXO
Oscillator stability: short term v.s long term stability (phase noise v.s
Allan deviation)
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Much improved long term stability but degraded short-term stability
(>100 Hz from carrier) ⇒ ideally, generate a clean 40 MHz from the
10 MHz reference
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Beyond cars: timing signal
Many high-grade oscillators rely on GPS for long-term stabilization
(“radio-controlled watches”)

Never actively tune an atomic
clock: measure offset and drift
and share information with user
⇒ time offset defined by a con-
stant (AF0), linear (AF1) and
quadratic (AF2) offset.
⇒ dynamically change these pa-
rameters in the NAV messages of
all satellites

c l k [ 0 ] = eph . a f 0 + tk ∗ ( eph . a f 1 + tk ∗ eph . a f 2 ) + r e l a t i v i s t i c − eph . tgd ;
c l k [ 1 ] = eph . a f 1 + 2 . 0 ∗ tk ∗ eph . a f 2 ;

. . .
// Subframe 1

. . .
s b f [ 0 ] [ 5 ] = 0UL ;
s b f [ 0 ] [ 6 ] = ( tgd & 0xFFUL ) << 6 ;
s b f [ 0 ] [ 7 ] = ( ( i o d c & 0xFFUL ) << 22) | ( ( t o c & 0xFFFFUL ) << 6) ;
s b f [ 0 ] [ 8 ] = ( ( a f 2 & 0xFFUL ) << 22) | ( ( a f 1 & 0xFFFFUL ) << 6) ;
s b f [ 0 ] [ 9 ] = ( a f 0 & 0x3FFFFFUL ) << 8 ;

is updated with
f o r ( i = 0 ; i < MAX CHAN; i ++) { // G e n e r a t e new s u b f r a m e s i f a l l o c a t e d

i f ( chan [ i ] . prn != 0)
{eph [ i e p h ] [ chan [ i ] . prn−1]. a f 0 += 5 ∗ pow(10 ,−6) ; // add 5 us to AF0 e v e r y 2 mins

e p h 2 s b f ( eph [ i e p h ] [ chan [ i ] . prn − 1 ] , i o n o u t c , chan [ i ] . s b f ) ;
}

} 23 / 34
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Spoofing detection 32

• Detect excessive power or unrealistic Doppler shifts: U-Blox
receivers

• Proper signal generation will fool such strategies

• Our approach: analyze the raw RF signal for unrealistic
characteristics

A constellation is spatially distributed, a spoofer is located at a single
point ⇒ antenna array measurement and angle of arrival measurement

32R.G. Hartman, Spoofing detection system for a satellite positioning system,
Patent US5557284A (1995):
A pair of antennae in combination with a GPS signal receiver system is employed for
detecting the reception of satellite information signals from a spoofing signal
transmitter as opposed to those satellite information signals transmitted aboard each
of the satellite vehicles which form a satellite positioning system. As described herein,
an indication of the pointing angle between the antennae and the actual
transmitter transmitting the satellite information signals is detected. The pointing
angle and/or alternatively the range difference may be observed by monitoring the
behavior of the pseudo random code associated with the carrier of the satellite
information signal, or the carrier itself. In turn, pseudo range measurements, ...
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Codeless analysis

• Code analysis is computationally intensive but provides complete
receiver architecture

• Spoofing detection: only analyze s2(t) which removes the BPSK
message

• Satellite identification by different Doppler shift

• Two antennas: add a geometrical term to phase (delay of arrival)

• Direction of arrival by phase difference between antennas (cancels
the Doppler from a same satellite): arg(FFT (s2

n)) at the nth
antenna
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Solution demonstration
Power can be tuned, but direction of arrival will be difficult to simulate
⇒ replace single receiving antenna with array for phase analysis 33

d receiving array

source

Ro

O

ϑo

• In the far field (R0 � 2(Kd)2/λ) and
narrowband (B � c/(Kd)) approximations,
a plane wave hits the antenna array

• the phase shift between elements is
2πkd sinϑ/λ0 for the kth element

• the various satellites with diffferent
elevations and azimuth exhibit different ϑ0

and their signal contribution can be
separated by analyzing the phase between
antennas of the array

M.A. Psiaki & al., GNSS Spoofing Detection using Two-
Antenna Differential Carrier Phase, Proc. Radionaviga-
tion Laboratory Conference (2014), cited in R. T. Ioan-
nides, T. Pany, & G. Gibbons, Known vulnerabilities of
global navigation satellite systems, status, and potential
mitigation techniques, Proc. IEEE 104 (6), 1174–1194
(2016). Top=phase, middle=power, bottom=Doppler

33λ = 19 cm ⇒ K = 8 & d = λ/2 ⇒ Kd = 76 cm: R0 > 6 m & B � 400 MHz !
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• Ettus Research B210 provides two synchronous
inputs: bias T to GPS antenna

• Each antenna a detects the sum of all satellite n
signals

xn,a ∝ exp

j( δωn︸︷︷︸
Doppler

+ ϕn︸︷︷︸
BPSK

+ ϕn,a︸︷︷︸
geometry

)


with ϕn the PRN+NAV sequence (spectrum
spreading)

• Here we do not care about PRN+NAV ⇒ no
need for the time consuming Doppler-PRN map
calculation + DLL, but yet we need to get rid of
the BPSK modulation since ...

• GPS signal is below thermal noise ⇒ getting rid
of the modulation by squaring (low computation
requirement): 2ϕn = 2{0, π} = 0 [2π] rises the
signal by 10 log10(1023) = 30 dB

• Each Fourier transform peak is at δωn so the
Doppler shift identifies SV n

• arg of FFT (x2
n,1) is δωn + ϕn,a so that x2

n,1 − x2
n,2

is ϕn,a only dependent on satellite position

• if all arg(FFT (x2
n,1))− arg(FFT (x2

n,2)) are equal,
meaning all satellites are at the same position, we
are being spoofed. A real constellation will have
all phases different.

Experimental setup

Thermal noise

-173+63=-111 dBm

signal
>-130 dBm

30 dB gain

Pulse compression 27 / 34
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• Ettus Research B210 provides two synchronous
inputs: bias T to GPS antenna

• Each antenna a detects the sum of all satellite n
signals

xn,a ∝ exp

j( δωn︸︷︷︸
Doppler

+ ϕn︸︷︷︸
BPSK

+ ϕn,a︸︷︷︸
geometry

)


with ϕn the PRN+NAV sequence (spectrum
spreading)

• Here we do not care about PRN+NAV ⇒ no
need for the time consuming Doppler-PRN map
calculation + DLL, but yet we need to get rid of
the BPSK modulation since ...

• GPS signal is below thermal noise ⇒ getting rid
of the modulation by squaring (low computation
requirement): 2ϕn = 2{0, π} = 0 [2π] rises the
signal by 10 log10(1023) = 30 dB

• Each Fourier transform peak is at δωn so the
Doppler shift identifies SV n

• arg of FFT (x2
n,1) is δωn + ϕn,a so that x2

n,1 − x2
n,2

is ϕn,a only dependent on satellite position

• if all arg(FFT (x2
n,1))− arg(FFT (x2

n,2)) are equal,
meaning all satellites are at the same position, we
are being spoofed. A real constellation will have
all phases different.

Experimental setup

0

100

200

300

400

500

600

700

800

-40000 -20000 0 20000 40000 60000 80000 100000 120000

(I
+

jQ
)2

freq (MHz)

antenna1

0

500

1000

1500

2000

2500

3000

3500

-40000 -20000 0 20000 40000 60000 80000 100000 120000

(I
+

jQ
)2

freq (MHz)

antenna2

Thermal noise

-173+63=-111 dBm

signal
>-130 dBm

30 dB gain

Pulse compression 28 / 34



Time transfer
and Global
Navigation

Satellite Systems
(GNSS) spoofing,

& spoofing
detection

J.-M Friedt & al.

GNSS basics

SDR decoding of
GPS

Spoofing with
PlutoSDR

Local oscillator
improvement

Shifting time

Towards
protection

Solution demonstration

GNU Radio flowgraph to
reduce datarate
(2-channels @ 2.046 MS/s
complex float = 33 MB/s
→ decimate by 40 for <1 MB/s)

GNU/Octave: identify each peak
(δωn for each satellite n) on
magnitude and compute phase
of each signal at this position
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Spoofing signal datasets: clustered phase values whatever the considered satellite
filename phase phase phase phase phase phase phase

190130 spoof2MS65dB16h03.bin 4.07 4.09 4.07 4.01 4.04 4.06 4.10
190130 spoof2MS65dB16h03.bin, segment 2 4.06 4.08 4.03 3.98 4.07 4.05 4.06

190130 spoof2MS65dB16h03.bin, segment 3 4.13 4.12 4.13 4.12 4.14 4.09

190130 spoof2MS65dB16h08.bin 3.21 3.09 3.09 3.45 3.20
190130 spoof2MS65dB16h08.bin, segment 2 3.27 3.25 3.24 3.19 3.20 3.51

190130 spoof2MS65dB16h08.bin, segment 3 3.32 3.35 3.29 3.35 3.32

190130 spoof2MS65dB16h08.bin, segment 4 3.45 3.53 3.51 3.46 3.46 3.53 3.44

190130 spoof2MS65dB16h15.bin 3.39 3.41 3.41 3.40 3.371 3.45 3.42
190130 spoof2MS65dB16h15.bin, segment 2 3.53 3.44 3.43 3.46 3.48 3.32

190130 spoof2MS65dB16h15.bin, segment 3 3.42 3.40 3.43 3.27 3.28 3.21 3.30

190130 spoof2MS65dB16h15.bin, segment 4 3.07 3.07 3.30 3.08 2.99

Genuine GPS constellation datasets: phases varying in the [−π, π] range
filename phase phase phase phase phase phase

190130 gps2MS65dB17h22.bin 3.63 0.085 -0.73 0.04 0.93 -0.53
190130 gps2MS65dB17h30.bin -0.41 -1.14 5.74
190130 gps2MS65dB18h41.bin -3.22 -3.71 2.45 2.83 -4.74
190130 gps2MS65dB18h43.bin -2.21 1.72 0.96 -0.52
190130 gps2MS65dB19h06.bin 2.056 -3.51 0.43 1.86 1.59 1.08
190130 gps2MS65dB19h11.bin 1.34 1.82 -1.51 0.60 2.57
190130 gps2MS65dB19h15.bin 1.26 4.56 1.77
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Solution demonstration:
2-antennas

Each antenna a detects the sum of the satellite n signals

xn,a ∝ exp

j( δωnt︸︷︷︸
Doppler

+ ϕn︸︷︷︸
BPSK

+ ϕn,a︸︷︷︸
geometry

)

 , ϕn ∈ [0, π]

⇒ arg(FFT (x2
n,1))− arg(FFT (x2

n,2)) = ϕn,2 − ϕn,1

only dependent on antenna geometry and satellite position
Long term Doppler & phase monitoring
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Beamforming

• Spoofing detection is possible ⇒ mitigation 34 ?

• The ground-based signal is stronger than the
spaceborne signal
⇒ tune antenna radiation pattern so that a
null (low reception sensitivity) is directed
towards spoofing source

• Also applicable to jamming mitigation

• Antenna array with the “proper” phase
conditions between elements will cancel
(destructive interference) the signal coming
from a given direction

1575.42

−df MHz

FFT FFT

max max

arg arg

GPS active antennas

9.5 cm

50−60 dB

δφ δφ

2.046 MS/s A
D

C
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^2 ^2

phase difference

S
T

M
3

2
(F

1
0

7
)
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34R. Heue, GNSS Jamming and Spoofing: Hazard or Hype? at
www.space-of-innovation.com/gnss-jamming-and-spoofing-hazard-or-hype/

(June 2018): “A vital means to counter jammers is the use of an array antenna,
which either is able to steer the radiation pattern of the array to form a spatial null
towards the jammer, or to provide additional gain towards the satellites. However,
such controlled radiation pattern antennas (CRPA) are military technology and the
availability for civil users is an exception.”
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Beamforming
• Spoofing detection is possible ⇒ mitigation ?

• The ground-based signal is stronger than the spaceborne signal
⇒ tune antenna radiation pattern so that a null (low reception
sensitivity) is directed towards spoofing source
• Also applicable to jamming mitigation
• Antenna array with the “proper” phase conditions between elements

will cancel (destructive interference) the signal coming from a given
direction

Phased array factor

N−1∑
n=0

exp(jnΨ), Ψ = kd cos(ϑ) + β

where k = 2π
λ , d distance between

antennas, ϑ incidence angle and β
the phase between array elements
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Conclusion
• Spoofing GPS is a good opportunity to

demontrate detailed understanding of the
communication and location mechanisms

• Ease of implementation spoofing using
(PlutoSDR) SDR implementation

• Requires a “good” stability reference
oscillator (external source to PlutoSDR)

• B210 SDR, computationally efficient
solution demonstration: multi-antenna
receiver for anti-spoofing using Direction of
Arrival (DOA) analysis with respect to
constellation configuration

• ⇒ dual receiver appoach, one for GNSS and
one for spoofing detection, or deriving signals
from GNSS-SDR for spoofing detection

• Promotional video of the Rohde & Schwarz
SMW200A (40 k$ for 6 GHz model) @

DOSSIER

88 MISC HorS -SérIe N°19   w w w.ed- diamond.com

LEURRAGE DU GPS PAR 
RADIO LOGICIELLE
G. GOAVEC-MEROU, J.-M FRIEDT – FEMTO-ST temps-fréquence, Besançon

F. MEYER –  OSU Theta, Observatoire de Besançon

L e système de navigation GPS est avant tout un système de 
dissémination de temps utilisé comme référence dans une 
multitude d’applications nécessitant une synchronisation de 
sites géographiquement distants. Nous démontrons ici comment 
une implémentation en radio logicielle des trames émises par les 

satellites permet de leurrer un récepteur en position et en temps (sortie 1 PPS).
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www.rohde-schwarz.com/fr/produits/test-et-mesure/

generateurs-de-signaux/video-simulateur-gnss/

high-end-gnss-simulation-with-the-r-s-smw200a-episode-3_232162.html

33G. Goavec-Merou, J.-M Friedt, F. Meyer, Leurrage du GPS par radio logicielle,
MISC Special Issue (2019), translated at jmfriedt.free.fr/misc_gps_eng.pdf
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• a radiofrequency (electrical) power is emitted, either isotropically or

in a directional pattern with an antenna gain G1: PE × G1

• this power spreads on a sphere centered on the emitter: in the case
of isotropic emitter, the area of this sphere is, at a distance d , 4πd2

• if G1 > 1, then only a fraction 4πd2/G1 of the sphere is illuminated
• this sphere intersects the receiver, which can detect any incoming

signal on a 4π-steradian sphere on a typical area of λ2

• this receiver might exhibit a reception antenna gain G2

PR

PE
= G1G2

(
λ

4πd

)2

: Friis 34 equation

or Free Space Propagation Loss (FSPL), since 20 log10(c/4/π) = 147.5 dB

FSPL = 20 log10(f ) + 20 log10(d)− 147.55 dB

34H.T. Friis A Note on a Simple Transmission Formula, Proc. I.R.E. 254- (1946) 35 / 34
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Link budget
• a radiofrequency (electrical) power is emitted, either isotropically or

in a directional pattern with an antenna gain G1: PE × G1

• this power spreads on a sphere centered on the emitter: in the case
of isotropic emitter, the area of this sphere is, at a distance d , 4πd2

• if G1 > 1, then only a fraction 4πd2/G1 of the sphere is illuminated
• this sphere intersects the receiver, which can detect any incoming

signal on a 4π-steradian sphere on a typical area of λ2

• this receiver might exhibit a reception antenna gain G2

PR

PE
= G1G2

(
λ

4πd

)2

: Friis equation

Application:
1 a GPS satellite emits 50 W (17 dBW=47 dBm) at 1575.42 MHz

with an antenna gain of 13 dBi and flies at 20000 km over the Earth
2 FSPL = 182 dB⇒ PR = −152 dBW= − 122 dBm
3 receiver sensitivity: typically around -159 dBm

(usglobalsat.com/store/download/53/et312_ug.pdf)
4 DVB-T: detection limit around -95 dBm (10 dB SNR) + 27 dB

antenna gain = -122 dBm detection limit
36 / 34
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Link budget
• a radiofrequency (electrical) power is emitted, either isotropically or

in a directional pattern with an antenna gain G1: PE × G1

• this power spreads on a sphere centered on the emitter: in the case
of isotropic emitter, the area of this sphere is, at a distance d , 4πd2

• if G1 > 1, then only a fraction 4πd2/G1 of the sphere is illuminated
• this sphere intersects the receiver, which can detect any incoming

signal on a 4π-steradian sphere on a typical area of λ2

• this receiver might exhibit a reception antenna gain G2

PR

PE
= G1G2

(
λ

4πd

)2

: Friis equation

What is the thermal noise power ?
1 1 MHz bandwidth (1023 kHz) so that 10 log10(106) = 60 dB
2 −174 + 60 = −114 dBm> -122 dBm ! 34

3 but 30 dB=1023 kHz/1 kHz pulse compression:
−122 + 30 = −92 > 114 dBm (SNR ' 22 dB after compression)

4 the cross-correlation brings the signal out of the noise: a spectral
analysis (FFT) cannot display the GPS signal !

34P = 10 log10(kBT ) with kB = 1.38 · 10−23 J.K−1 & T = 293 K, +30 dB for mW
37 / 34
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Phase modulation
• PSK : Phase Shift Keying
• ϕ = arctan(Q/I ): output of the I/Q demodulator
• local oscillator stability – constellation diagram
• GPS: BPSK (Binary Phase Shift Keying) – demonstration using a

saturated mixer controlled by the bits to be transmitted
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Phase demodulation
Receiver local oscillator is not synchronized on emitter oscillator
Phase recovery requires accurate reproduction of the unmodulated carrier

exp(j(∆ωt+ϕ))N = exp(j(N∆ωt+Nϕ)) = exp(jN∆ωt) if ϕ = 2π ·n/N

carrier
BPSK

BPSK^2

100 kHz

1.21 GHz source
LO, −43 dBm

IF BPSK modulated
RF signal

DVB−T

emission reception

cos(ϕ)2 ∝ cos(2ϕ)
ϕ ∈ [0;π]⇒ 2ϕ = 0[2π]
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Carrier recovery by squaring BPSK
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Phase demodulation
Transmitted signal is s(t) = exp(j( ωTX︸︷︷︸

TX LO

t + ϕ(t)︸︷︷︸
info

) so received signal is

s(t) = exp(j(ωTX t+ϕ(t)︸︷︷︸
info

))·exp(−j ωRX︸︷︷︸
RX LO

t) = exp(j((ωTX − ωRX )︸ ︷︷ ︸
δω

t+ϕ(t)))

modulation

3
0

 d
B

centrage sur 0 Hz
= boucle asservie

signal recu : porteuse

décallée p.r à 0 Hz

(1)

(3)

porteuse

modulation

porteuse

carré du signal = elimine
la modulation

2
0

 d
B

correction de fréquence

phase du signal transposé 
de la porteuse corrigée

(2)

(4)

f∆

Phase is time-integral of fre-
quency

Φ = δωt + ϕ(t): we must have
δω = 0 to recover ϕ ∈ {0;π}

Trick: s2(t) = exp(j(2δω+2ϕ)) and
2ϕ ∈ {0; 2π} = 0[2π]
⇒ s2(t) is a pure tone at 2δω

Use the ready made Costas loop block
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Example of GPS (BPSK)

Squaring a BPSK signal gets rid of modulation and collects all the
energy in the carrier (requires averaging multiple Fourier transforms to get the
squared signal spectrum out of the noise)

Coarse estimate of (twice) the Doppler shift+frequency offset35:
“codeless” tracking in which each satellite is identified by its Doppler
shift

35P. Boven, Observe, Hack, Make: GPS (2013): used in Vaisala RS80 radiosonde
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Example of GPS (BPSK)

Squaring a BPSK signal gets rid of modulation and collects all the
energy in the carrier (requires averaging multiple Fourier transforms to get the
squared signal spectrum out of the noise)
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Coarse estimate of (twice) the Doppler shift+frequency offset35:
“codeless” tracking in which each satellite is identified by its Doppler
shift

35P. Boven, Observe, Hack, Make: GPS (2013): used in Vaisala RS80 radiosonde
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Objectives
• a modulator generates the information, here encoded in the phase

of the carrier
• the information is carried on a signal whose frequency varies

(Doppler, thermal drift of LO): phase is the integral of frequency
• recovering the transmitted information is a matter of eliminating

carrier information (requires a local copy)

• two degrees of freedom (carrier frequency and CDMA for satellite
identification) will require two feedback loops to recover the
information

⇒ carrier recovery and code position (delay) recovery

NAV (50 bps)

PRN (1.023 Mbps)

NAV

PRN
feedback loop

feedback loop

1575.42 MHz ±df
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CDMA: decoding GPS
Cross-correlation: search for a (known) pattern p(t) in the received
signal s(t).

xcorr(τ) =

∫ +∞

−∞
s(t)× p(t + τ)dt

becoming for discrete time

xcorr(n) =
+∞∑

k=−∞

s(k)× p(k + n)

Searching for a known pattern in an ap-
parently random sequence:

CDMA reception:

1 all satellites transmit on the same carrier
frequency

2 each satellite has a unique (known) code
sequence

3 correlating the received (noisy) signal
with each code yields a coherent energy
accumulation peak when the pattern is
detected in the signal
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+ magnitude of the cross-correlation
indicates whether a bit is found
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Pulse compression basics
• The longer the code (T ), the longer the time during which the

integral of xcorr accumulates energy and smoothes noise,
• but long pulse induces loss of time resolution ⇒ cross-correlation

is a broad peak
• strong variation of code over time ⇒ increased bandwidth B ⇒

cross correlation peak width 1/B

pulse compression ratio (PCR) = B · T
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Remember: GPS is designed
for timing signals with better
than one “chip” resolution.

noise=rand(1023,1)’*7;

noise=noise-mean(noise);

b=[1:1023];

b=mod(b,2);b=b-mean(b);

plot(xcorr(b+noise,b),’r’);hold on

a=cacode(1,1);a=a-mean(a);

plot(xcorr(a+noise,a));

plot(a+1.5);hold on;plot(b,’r’);
45 / 34



Time transfer
and Global
Navigation

Satellite Systems
(GNSS) spoofing,

& spoofing
detection

J.-M Friedt & al.

Link budget

PSK

Pulse
compression

From acquisitin
to tracking (NAV
messages)

Pulse
compression

CDMA: decoding GPS
Modulation steps:

• the carrier is binary-phase shift keying modulated with the satellite
identifier at a rate of 1.023 MHz (phase rotations 0-180◦)

• the message is additionnally binary-phase shift keying modulated
over the previous signal (50 bps)

NAV0 NAV1 NAV2

20 ms

abs(xcorr(signal.code))

1/1.023 us

1 ms

NAV3 arg(xcorr(signal,code))

code LO

NAV

• when demodulating; first eliminate the code, ...

• ... to identify and eliminate the carrier,

• in order to recover the message.

The carrier frequency is not accurately known (Doppler shift): what LO
offset is acceptable for demodulating the message ?
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CDMA: decoding GPS
Even if we did not know the GPS encoding scheme, knowing that this code repeats is
enough to assess whether a GPS signal is usable: autocorrelation
f=f o p e n ( ’file.bin’ ) ; d=f r e a d ( f , i n f , ’uchar’ ) ; f c l o s e ( f ) ;
d=d ( 1 : 2 : end )−127+ i ∗( d ( 2 : 2 : end )−127) ;
t ime =[−10000:10000] ;
dx=abs ( x c o r r ( d−mean ( d ) , d−mean ( d ) ) ) ;
p l o t ( t ime , dx (2 e6−10000:2 e6 +10000) ) ; y l i m ( [ 0 1 e6 ] ) % 2 MHz

5000 10000 15000 20000 25000 30000
0

50000

100000

150000

200000

250000

300000
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 (
a
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.)

time (500 ns/sample)

xcorr(x , y) = iFT (FT (x) · FT∗(y))

if x = A exp(j(δωt + ϕ))

then autocorr(x) = xcorr(x , x)

is iFT (|FT (A)|2)∀δω

Repetition every 1 ms at 2 MS/s ⇒ max(autocorr) every 2000 samples
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CDMA: decoding GPS
• Decoding GPS is only possible if the carrier frequency is accurately

known ...
• ... whcih can only be identified after removing the code from the

received signal !
• Initial exaustive (Acquisition) search of all possible codes and

frequency offsets (brute force) for later only tracking satellites
known to be visible.
• What frequency offset should we look for ?

HH ′

r
orbit

Earth

P ϑ

~v

~v//

90− ϑ

R
R + r

Doppler shift: (R + r) = 20000 + 6400 km in
12 h (T 2/R3 = cst) ⇒ |~v | = 3830 m/s
Since sin(θ) = R

r+R or R ' 6400 km

⇒ |~v//| = |~v | cos(90− θ) = |~v | sin(θ) = |~v | R
r+R

Result: |~v//| ∈ [±4880] Hz
+ local oscillator contribution (bias and random
fluctuations) !

Application: decode an acquired signal, using the GPS
pseudo-random code generator available at fr.mathworks.com/

matlabcentral/fileexchange/14670-gps-c-a-code-generator/
48 / 34
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Observed Doppler shift
Record Doppler offset provided by gnss-sdr as a function of time for all
visible satellites
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Doppler indeed ∈ [±4000] Hz accounting for minimum elevation for
detectable signal 49 / 34
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Doppler analysis frequency step
How accurately should the Doppler shift be known ?
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• 1023 kb/s ' 1 µs/bit

• 1 ms long sentence: if the last
bit mismatches:
dt/t = 10−6/10−3 = 10−3

• df /f = dt/t ⇒ df =
10−3 × 1023 kb=1 kHz

• to be safe, we select
df=500 Hz
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On the need for high stability LO:
offset v.s Doppler

Recording a 100 MHz carrier referenced to a Cs clock:

-75 ppm offset or 120 kHz at 1.57 GHz
⇒ rather than 20 Doppler frequencies (±5 kHz with 500 Hz steps) we
must probe ≥ 500 Doppler frequencies
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CDMA: decoding GPS

Why do we need accuracte oscillators ?
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-68 ppm bias
=-107 kHz at 1575.42 GHz

Instead of searching a ±5 kHz range (Doppler) with 500 Hz steps, we
must search ±150 kHz range ⇒ computation time36 multiplied by 30 !

3620 kHz range with 500 Hz steps on 2 · 105 samples: 302 seconds with Matlab
R2010, 342 seconds with GNU/Octave 3.8.2
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SDR v.s
U-Blox

SV 10, 20, 27, 32
best visible with both re-
ceivers recording at the
same time
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CDMA: decoding GPS
• Cross-correlating the received RF signal with orthogonal codes

allows for identifying the source of the signal, but the message is lost
• once the acquisition phase is completed, tracking by controlling

LO on the received carrier
• challenge: the phase is used both to encode the message and track

the carrier
• how to eliminate the phase modulation to control the frequency ?
• N-PSK : ϕN = 0[2π] but reduction by a factor N of the allowed

frequency offset
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CDMA: decoding GPS
• Cross-correlating the received RF signal with orthogonal codes

allows for identifying the source of the signal, but the message is lost
• once the acquisition phase is completed, tracking by controlling

LO on the received carrier
• challenge: the phase is used both to encode the message and track

the carrier
• how to eliminate the phase modulation to control the frequency ?
• atan(Q/I ) v.s atan2(Q, I ): Q/I cannot detect 180◦ phase rotation,

while atan2 provides NAV..

Q
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Pulse compression basics

• The longer the code (T ), the longer the time during which the
integral of xcorr accumulates energy and smoothes noise,

• but long pulse induces loss of time resolution ⇒ cross-correlation
is a broad peak

• strong variation of code over time ⇒ increased bandwidth B ⇒
cross correlation peak width 1/B

pulse compression ratio (PCR) = B · T
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time=[0:1e-6:1e-2]; %samp. rate=1 us

x=chirp(time,1e3,time(end),1e3);

noise=20*rand(length(x),1)’;

noise=noise-mean(noise);

xx=xcorr(x,x); xb=xcorr(x,noise);

plot(xx,’b-’);hold on;plot(xb,’r-’);

x=chirp(time,1e3,time(end),5e3);

xx=xcorr(x,x); xb=xcorr(x,noise);

plot(xx,’k-’);hold on;plot(xb,’m-’);
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• but long pulse induces loss of time resolution ⇒ cross-correlation
is a broad peak

• strong variation of code over time ⇒ increased bandwidth B ⇒
cross correlation peak width 1/B
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noise=20*rand(length(x),1)’;

noise=noise-mean(noise);

xx=xcorr(x,x); xb=xcorr(x,noise);

plot(xx,’b-’);hold on;plot(xb,’r-’);

x=chirp(time,1e3,time(end),5e3);

xx=xcorr(x,x); xb=xcorr(x,noise);

plot(xx,’k-’);hold on;plot(xb,’m-’);
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